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[bookmark: _Toc167771896]I.T and Communications Policy
1. [bookmark: _Toc1443500477]Statement 
1.1 [Insert your organisation's name]’s IT and communications systems are intended to promote effective communication and working practices within the organisation. This policy outlines the standards everyone must observe when using these systems, the circumstances in which [Insert your organisation's name] may monitor their use, and the actions to take regarding breaches of these standards. 
2. [bookmark: _Toc1172463649]Purpose
2.1 This policy provides guidance to help colleagues use [Insert your organisation's name]’s IT and communications systems responsibly, securely and professionally. 
2.2 It is designed to support effective communication and modern ways of working, while safeguarding [Insert your organisation's name]’s systems, information and reputation, and ensuring that legal and organisational obligations are met.
3. [bookmark: _Toc2100123765]Scope 
3.1 This policy applies to all [Insert your organisation's name] employees, including consultants, contractors, agency staff, and volunteers (collectively referred to as ‘colleagues’ in this policy). 
3.2 Any third parties with access to our IT and communication systems must comply with this policy.
4. [bookmark: _Toc254326528]Related Documents
4.1 This policy should be read with the following [Insert your organisation's name] policies and relevant legislation:	Comment by Helen Roger: Please refer to the appropriate policies for your organisation
· Data Protection & Retention Policy
· Disciplinary Policy & Procedure
· Bullying & Harassment Policy
· Equal Opportunities Policy
· Code of Conduct
· Whistleblowing Policy
· Lone Working policy
5. [bookmark: _Toc798849727]Key Principles
5.1 All employees are encouraged to use the company’s communications facilities, including email, Teams, and the Internet, as a fast and reliable method of communication that offers significant advantages for the business. 	Comment by Helen Roger: Please adapt as suitable for your organisation
5.2 All employees should remember that they are representatives of [Insert your organisation's name], and all communication through the systems (whether by telephone, e-mail, Teams, social media, or otherwise) must be conducted appropriately and in accordance with all  other policies.
5.3 All colleagues must always comply with this policy to protect [Insert your organisation's name]’s communications systems from unauthorised access, misuse, and harm. Breach of this policy may be dealt with under the Disciplinary Procedure and, in severe cases, may be treated as gross misconduct leading to summary dismissal.
5.4 This policy applies to the use (and misuse) of computer equipment, including desktop PCs, laptops, tablets, e-mail, the Internet, telephones (including company mobile phones), and voicemail. It also applies to the use of fax machines, copiers, scanners, CCTV, tills, and electronic key fobs and cards.	Comment by Helen Roger: Please adapt as suitable for your organisation
5.5 The policy also protects colleagues, as the potential adverse effect of posting inappropriate material on social media sites, including their personal profiles, could affect their future employability with other employers.
6. [bookmark: _Toc1140962624]Information Systems Use and Security Policy
6.1 [bookmark: _Toc1115949565]Security and Passwords
6.1.1 All employees are responsible for the security of the equipment allocated to or used by them and must not allow anyone else to use it except in accordance with this policy. 
6.1.2 All employees are responsible for the security of their terminals and should log off or lock their computers when away from their desks to prevent unauthorised users from accessing the system in their absence. 
6.1.3 Desktop PCs, telephones, and computer equipment cabling should not be moved or tampered with without consulting a manager. 
6.1.4 Passwords for computer software and apps must be kept confidential and should not be shared with anyone else. All employees must only log onto computers using their personal login details and passwords and not use anyone else’s login details/passwords.
6.1.5 Passwords for generic [Insert your organisation's name] accounts to access services such as design or survey software may be securely shared through NordPass at the sole discretion of the [CEO, director, senior manager, or equivalent].	Comment by Helen Roger: Please adapt as suitable for your organisation
6.1.6 To avoid doubt, upon termination of employment (for any reason), employees must provide details of their passwords and return any equipment, key fobs, or cards. Failure to do so may result in final pay being withheld for the value of the unreturned items.
6.1.7 Any colleague who has been issued with any IT equipment must ensure that it is kept secure at all times, especially when travelling or working from home. Passwords must be used to secure access to data kept on such equipment to ensure that confidential data is protected in the event of loss or theft.  
6.1.8 All colleagues should be aware that when using equipment away from the workplace, documents may be read by third parties, such as passengers on public transport. They are responsible for protecting any information regarding the employees and [Insert your organisation's name] that aligns with current legislation, including the General Data Protection Regulation.
6.1.9 Where necessary, employees are provided with the following equipment to support hybrid working:
· Laptop
· Laptop bag
· Headset
· Charger

6.1.10 Employees requiring additional equipment to work from home should contact their manager to discuss.
6.1.11 Any loss of IT equipment should be reported immediately to the line manager.
6.2 [bookmark: _Toc1649037644]Systems and Data Security 
6.2.1 Colleagues should not delete, destroy, or modify existing systems, programs, information, or data that could harm [Insert your organisation's name] or expose the organisation to risk.
6.2.2 Colleagues may wish to download and install software relevant to their work role.  Colleagues should not download or install software from external sources without authorisation from their manager. If in doubt, the colleague should seek advice from their manager. External software may require authorisation through the outsourced IT provider: colleagues should raise a ticket with the system administrator requesting the software, which will require line manager authorisation.
6.2.3 [Insert your organisation's name] have the legal right, at any time, to inspect all data held on the organisation’s computer equipment and to inspect all e-mail and other electronic data entering, leaving, or within [Insert your organisation's name] network to ensure conformity with: -
· [Insert your organisation's name] policies
· Contractual agreements with third parties
· UK law

6.2.4 Copies of offending e-mail messages will be used as evidence in any disciplinary proceedings. Colleagues should not attempt to gain access to restricted areas of the network or any password-protected information unless specifically authorised to do so.
6.2.5 [bookmark: _heading=h.a1hft2mhicip]Due to confidentiality, colleagues using laptops or Wi-Fi-enabled equipment must be particularly vigilant about using them outside the office and take necessary precautions against importing viruses or compromising the system's security. Such information must be treated with extreme care and in accordance with our Privacy Notice.
6.2.6 [bookmark: bookmark=id.lmcuzhc1rb2i]Phishing or spam emails should not be responded to, and any attachments to these emails should be deleted without opening. If a colleague opens a phishing email or document, this must be reported to the line manager immediately.
6.3 [bookmark: _Toc1321067419]Electronic Communications
6.3.1 Online communications such as e-mail and instant messaging (for example, MS Teams chat) are vital business tools but should be used carefully and appropriately. Colleagues should always consider the most appropriate method of communication for the message they’d like to send.
6.3.2 Colleagues must not send abusive, obscene, discriminatory, racist, harassing, derogatory, defamatory, or otherwise inappropriate e-mails or instant messages. Anyone who feels that they have been harassed or bullied or are offended by material received from a colleague via e-mail or instant message should follow the steps outlined in our Bullying & Harassment Policy.	Comment by Helen Roger: Please adapt as suitable for your organisation
6.3.3 Colleagues should care about the content of e-mail messages, as incorrect or improper statements can give rise to claims for discrimination, harassment, defamation, breach of confidentiality or breach of contract. Colleagues should assume that e-mail messages may be read by others or potentially included in a subject access request and not contain anything which would offend or embarrass any reader or themselves if it found its way into the public domain.
6.3.4 E-mail and instant messages may be disclosed in legal proceedings in the same way as paper documents. Deleting a message from the inbox or MS Teams (including from archives) does not mean that a message cannot be recovered and disclosed in the future. All e-mail and instant messages should be treated as retrievable from the central server or specialist software.
6.3.5 In general, colleagues should not:
· send or forward private e-mails at work that they would not want a third party to read
· send or forward chain mail, junk mail, cartoons, jokes or gossip
· contribute to system congestion by sending trivial messages or unnecessarily copying or forwarding e-mails to those who do not have a real need to receive them
· agree to terms, enter into contractual commitments or make representations by e-mail unless appropriate authority has been obtained. A name typed at the end of an e-mail is a signature in the same way as a name written at the end of a letter
· download or e-mail text, music and other content on the internet subject to copyright protection unless it is clear that the owner of such works allows this
· send messages from another worker’s computer or under an assumed name unless specifically authorised
· send confidential messages via e-mail, the Internet, or other means of external communication that are known not to be secure.
· [bookmark: _heading=h.kdy2j2wm98er][bookmark: bookmark=id.lxsa6l3saioh]Staff who receive a wrongly delivered e-mail should return it to the sender.
6.4 [bookmark: _Toc457109821]Internet Use
6.4.1 When visiting a website, devices such as cookies, tags or web beacons may enable the site owner to identify and monitor visitors. If the website is of the kind described in the paragraph below, such a marker could be a source of embarrassment to the visitor and [Insert your organisation's name], especially if inappropriate material has been accessed, downloaded, stored or forwarded from the website. Such actions may also, in certain circumstances, amount to a criminal offence if, for example, the material is pornographic. This is further considered under inappropriate use of equipment and systems. 
6.4.2 Colleagues should not access any web page or any files (whether documents, images, video or other) downloaded from the internet which could, in any way, be regarded as illegal, offensive, in bad taste or immoral. While content may be legal in the UK, it may still be considered offensive to others. As a general rule, if any person (whether intended to view the page or not) might be offended by the contents of a page or if the fact that the software has accessed the page or file might be a source of embarrassment if made public, then viewing it will be a breach of this policy.
6.5 [bookmark: _Toc1482305468]Personal Use of Our Systems
6.5.1 [Insert your organisation's name] permits the reasonable and occasional use of the Internet, e-mail, and telephone systems to send personal e-mail, browse the Internet, and make personal telephone calls subject to the conditions below. Personal use is a privilege and not a right. It must be neither abused nor overused, and we reserve the right to withdraw our permission at any time.
6.5.2 The following conditions must be met for personal usage to continue:
· Use of the internet for personal use must be kept to a minimum in work time
· Use must not interfere with business or office commitments
· Use must comply with our policies in force from time to time, including policies relating to equal opportunities, bullying and harassment, data protection and our Disciplinary Procedure	Comment by Helen Roger: Please refer to the appropriate policy for your organisation
· Staff should be aware that personal use of our systems may be monitored, and where breaches of this policy are found, action may be taken under the disciplinary procedure (see section below)
6.6 [bookmark: _Toc988501951]Inappropriate Use of Equipment and Systems
6.6.1 [bookmark: bookmark=id.mkeloxf7q46v]Access is granted to the Internet, telephones, and other electronic systems for legitimate business purposes only. Reasonable personal use is permissible, provided it is in full compliance with [Insert your organisation's name] rules, policies, and procedures in force from time to time (including this policy, the equal opportunities policy, bullying and harassment policy, and data protection policy). 	Comment by Helen Roger: Please refer to the appropriate policies for your organisation	Comment by Volunteer: Please refer to the appropriate policies for your organisation
6.6.2 Misuse or excessive use or abuse of the telephone or e-mail system or inappropriate internet use in breach of this policy will be handled under the Disciplinary Procedure. In certain circumstances, internet misuse can constitute a criminal offence. In particular, misuse of the e-mail system or inappropriate use of the internet by participating in online gambling or chain letters or by creating, viewing, accessing, transmitting or downloading any of the following material will amount to gross misconduct (this list is not exhaustive):
· pornographic material (that is, writing, pictures, films and video clips of a sexually explicit or arousing nature);
· offensive, obscene, or criminal material or material which is liable to cause embarrassment to [Insert your organisation's name] or their members, partners or funders; 
· a false and defamatory statement about any person or organisation; 
· material which is discriminatory, offensive, derogatory or may cause embarrassment to others; 
· confidential information about [Insert your organisation's name] or any of its employees or members, partners or funders (which the employee does not have authority to access);
· any other statement which is likely to create any liability (whether criminal or civil, and whether for our employees or [Insert your organisation's name]); or
· material in breach of copyright.

6.6.3 Any such action will be treated very seriously and likely result in summary dismissal. 
6.6.4 Colleagues should always be conscious of their duty to act in good faith and in the best interests of [Insert your organisation's name]. [Insert your organisation's name] will not tolerate criticisms posted in messages in the public domain or on blogs. All colleagues must not bring [Insert your organisation's name] into disrepute through the content of their website entries or blogs.
6.6.5 Where evidence of misuse is found, [Insert your organisation's name] may undertake a more detailed investigation in accordance with its Disciplinary Procedure. This may involve examining and disclosing monitoring records to those nominated for the investigation and any witnesses or managers involved in the Disciplinary Procedure (including information on social networking sites). Such information may be handed to the police during a criminal investigation. 

6.7 [bookmark: _Toc642436997]Monitoring of Systems
6.7.1 [Insert your organisation's name] systems enable monitoring telephone, e-mail, voicemail, internet, and other communications. Monitoring is only carried out when necessary and justifiable for business purposes.
6.7.2 [Insert your organisation's name] reserve the right to retrieve the contents of messages or check searches which have been made on the internet for the following purposes (this list is not exhaustive):
6.7.3 To monitor whether the use of the e-mail system or the internet is legitimate and in accordance with this policy; 
· to find lost messages or to retrieve messages lost due to computer failure
· to assist in the investigation of wrongful acts; or
· to comply with any legal obligation.

7. Bring your own device
7.1 [bookmark: _Toc1673563937]General Principles
7.1.1 This document outlines policy and guidance on Bring Your Own Device (BYOD). While the terminology used suggests devices being brought into the workplace, this policy also covers the use of any devices used at home in a work capacity.
7.1.2 Using your own device for work comes with a great deal of advantages, namely convenience. However, as these devices are not under the control of [Insert your organisation's name], they also come with a degree of risk due to being internet enabled and having the potential to be accessing sensitive and personal data. It’s important that every person at [Insert your organisation's name] who uses their own devices, understands how to use it responsibly, safely and legally.
7.1.3 [Insert your organisation's name] reserves the right to revoke this privilege if employees do not abide by the policies and procedures outlined.
7.2 [bookmark: _Toc197682919][bookmark: _Toc1861902841]Acceptable use 
7.2.1 [Insert your organisation's name] recognises that personal devices used in a work capacity can be advantageous to colleagues. We therefore encourage our employees to use such devices if it supports our goals and objectives. 	Comment by Helen Roger: Please adapt as suitable for your organisation
7.2.2 For instance (but not exclusively), employees may use their own devices for: 
· Internal and external communications. 
· The creation and digestion of documents.
· Carrying out role related duties and tasks. There are many valid reasons for using your own device at work and [Insert your organisation's name] certainly allows its employees to explore and take advantage of the benefits it brings. If you are uncertain about using your own device at work, please speak with a member of the [Senior Leadership Team, or equivalent].

7.2.3 [Insert your organisation's name] also recognises that many of the personal devices that fall into this policy are embedded in most people’s lives. As such, it understands employees will use them in a personal capacity. However, this comes with the following stipulations: 
· Personal use of devices should be of a reasonable level and (where possible) restricted to non-work times, such as breaks and during lunch. 
· All rules described in this policy apply equally to personal use. For instance, inappropriate content within working hours is always inappropriate, no matter whether it is being accessed for business or personal reasons. 
· Personal internet use must not affect the internet service available to other employees in [Insert your organisation's name]. For instance, downloading large files could slow access for other employees.

7.2.4 It is critical that any device used in this capacity remains secure. So, as an example: anti-virus protection should never be disabled in or outside working hours if you connect your device to our network services. [Insert your organisation's name] understands there will likely be software installed on a personal device that is not for business. While this is not an issue, it can result in clear misuse of [Insert your organisation's name]’s network or create a risk to the [Insert your organisation's name]’s assets and reputation. Intentionally or unintentionally, the downloading, “torrenting” or otherwise sharing of illegal material is strictly prohibited. All services that facilitate this type of file transfer must be disabled before connecting to [Insert your organisation's name]’s network. To clarify, devices may not be used at any time to: 
· Store or transmit illicit materials. 
· Store or transmit proprietary information belonging to another company.
7.3 [bookmark: _Toc197682920][bookmark: _Toc1978318722]Device security 
7.3.1 In order to prevent unauthorised access, devices must be password protected using the features of the device and a strong password is required to access the [Insert your organisation's name] network. 
· Devices must be password or PIN protected. 
· Devices must have their hard drive (or equivalent storage) fully encrypted. To clarify, devices unable to encrypt are deemed unsuitable for work purposes (see ‘Support’). 
· The device must lock itself with a password or PIN, if idle for 5 minutes (or less). 
· Rooted (Android) or ‘jailbroken’ (iOS) devices are strictly forbidden. 
· Devices must be legally licensed and not in breach of any [Insert your organisation's name] software agreements. This means it is forbidden to use “cracked” versions of software or operating systems, including “Hackintosh” 
· The employee’s mobile phone or tablet device must have remote wipe enabled.

7.4 [bookmark: _Toc197682923][bookmark: _Toc864925319]Risks/Liabilities/Disclaimers 
7.4.1 [Insert your organisation's name] reserves the right to disconnect devices, block or disable services without notification. 
7.4.2 Lost or stolen devices must be reported to your line manager or HR within 24 hours. Employees are responsible for notifying their mobile carrier (where appropriate) immediately upon loss of a device. 
7.4.3 Employees are expected to use their devices in an ethical manner at all times and adhere the acceptable use policy, outlined above. 
7.4.4 The employee is personally liable for all costs associated with their device. 
7.4.5 [bookmark: bookmark=id.jrdf0s2a6zm][bookmark: _heading=h.i75cj6kmpadc]The employee assumes full liability for risks including, but not limited to, the partial or complete loss of [Insert your organisation's name] and personal data due to an operating system crash, errors, bugs, viruses, malware, and/or other software or hardware failures, or programming errors that render the device unusable

8. Social Media and Messaging Apps
8.1 [bookmark: _Toc119006121]General Principles
8.1.1 [Insert your organisation's name] recognises that the internet provides unique opportunities to participate in interactive discussions and share information on particular topics using social media, such as Facebook, Twitter, LinkedIn, blogs, and video and image-sharing websites such as YouTube and Pinterest. This list is not exhaustive, and all colleagues should follow these guidelines in relation to any social media platform.
8.1.2 [Insert your organisation's name] recognises that Messaging Apps such as WhatsApp provide opportunities to create groups, direct messages, and communicate on work issues. However, [Insert your organisation's name] only supports the use of [Insert name of workplace communication platform] to improve communications within teams and does not support the use of WhatsApp or any other apps for internal communication.  	Comment by Helen Roger: Please adapt as suitable for your organisation
8.1.3 Employees must not use apps to segregate or isolate individuals by forming smaller groups within teams. This use of Messaging apps can be deemed to be harassment or bullying and will be investigated as such.
8.1.4 This policy applies to the use of social media and messaging apps for business and personal purposes, whether during office hours or otherwise. It applies regardless of whether the social media is accessed using [Insert your organisation's name]’s IT facilities and equipment or equipment belonging to colleagues.
8.1.5 Breach of this policy may result in disciplinary action up to and including dismissal. Disciplinary action may be taken regardless of whether the breach is committed during working hours and whether our equipment or facilities are used to commit the breach. Any colleague suspected of committing a breach of this policy will be required to cooperate with [Insert your organisation's name] 's investigation process, which may involve handing over relevant passwords and login details.
8.1.6 Staff may be required to remove internet postings that breach this policy. Failure to comply with such a request may result in disciplinary action.
8.2 [bookmark: bookmark=id.88k3mll6rvpp][bookmark: _heading=h.bo5xf9oyb3sj][bookmark: _Toc1613043087]Personal Use of Social Media
8.2.1 [Insert your organisation's name] recognises that colleagues may occasionally desire to use social media for personal activities at the office or through computers, networks, and other IT resources and communications systems. 
8.2.2 [bookmark: _heading=h.ko4kdcv3g5tg][Insert your organisation's name] authorise such occasional use so long as it does not involve unprofessional or inappropriate content (or otherwise breach this policy) and does not interfere with their employment responsibilities or productivity. 	Comment by Helen Roger: Please adapt as suitable for your organisation
8.2.3 [bookmark: bookmark=id.c6kf7s1kxl3w][bookmark: bookmark=id.auyg9sc7h6e3]While using social media at work, chain letters or other spam are never permitted. Circulating or posting commercial, personal, religious, or political solicitations or promoting outside organisations unrelated to the organisation’s business is also prohibited.
8.3 [bookmark: _Toc952481952]Business Use of Social Media
8.3.1 If a colleague’s duties require them to speak on behalf of [Insert your organisation's name] in a social media environment, they must still seek approval for such communication from their Line Manager, who may require the employee to undergo training before they do so and impose certain requirements and restrictions regarding their activities.
8.3.2 Likewise, if a colleague is contacted for comments about [Insert your organisation's name] for publication anywhere, including in any social media outlet, this should be directed to the [CEO, director, senior manager, or equivalent], and colleagues must not respond without written approval.
8.4 [bookmark: bookmark=id.upqctlpowku0][bookmark: _heading=h.usm08kkwd11v][bookmark: _Toc1971310496]Responsible Use of Social Media
8.4.1 The following policy sections provide colleagues with common-sense guidelines and recommendations for using social media responsibly and safely. 
8.5 [bookmark: _Toc2114284644]Protecting the Organisation’s Business Reputation
8.5.1 Colleagues must not post disparaging or defamatory statements about: 
· [Insert your organisation's name]
· employees
· members
· suppliers 
· and vendors; and other affiliates and stakeholders

8.5.2 Colleagues should also avoid social media communications that might be misconstrued in a way that could damage [Insert your organisation's name]’s reputation, even indirectly.
8.5.3 Colleagues should clarify in social media postings that they are speaking on their own behalf. Write in the first person and use a personal e-mail address when communicating via social media.
8.5.4 Colleagues are personally responsible for what they communicate on social media. It is important to remember that what is published might be available for the masses to read (including [Insert your organisation's name] itself, future employers, and social acquaintances) for a long time. Keep this in mind before you post content.
8.5.5 Colleagues can say that they work for [Insert your organisation's name], and we recognise that it is natural sometimes to want to discuss work-related issues on social media.  However, the colleague’s online profile (for example, the name of a blog or Twitter name) must not contain [Insert your organisation's name]’s name unless the Line Manager has granted permission.
8.5.6 If colleagues disclose their affiliation as employees of [Insert your organisation's name], they must also state that their views do not represent those of their employer. For example, they could state, “The views in this posting do not represent the views of my employer.” 
8.5.7 Colleagues must avoid posting comments about sensitive business-related topics, such as [Insert your organisation's name]’s performance. Even if they clarify that their views on such topics do not represent those of [Insert your organisation's name], their comments could still damage [Insert your organisation's name]’s reputation.
8.5.8 If a colleague is uncertain or concerned about the appropriateness of any statement or posting, refrain from communicating it until they discuss it with their line manager.
8.5.9 If a colleague sees content on social media disparaging or reflecting poorly on [Insert your organisation's name] or our stakeholders, they should contact their line manager. All employees are responsible for protecting [Insert your organisation's name]’s business reputation.

8.6 [bookmark: _Toc1419029160]Recruitment
8.6.1 [Insert your organisation's name] may use internet searches to perform due diligence on candidates during recruitment.  
8.6.2 [Insert your organisation's name] will act following the data protection and equal opportunities obligations.
8.7 [bookmark: _Toc1828121669]Responsibilities
8.7.1 Social media should never be used in a way that breaches any of [Insert your organisation's name]’s other policies.  If an internet post breaches any of [Insert your organisation's name]'s policies in another forum, it will also breach them in an online forum. 
8.7.2 For example, colleagues are prohibited from using social media to:
· breach [Insert your organisation's name]’s I.T. and Communications Policy
· breach [Insert your organisation's name]’s obligations concerning the rules of relevant regulatory bodies
· breach any obligations they may have relating to confidentiality;
· breach [Insert your organisation's name]’s disciplinary rules
· defame or disparage [Insert your organisation's name] or its affiliates, customers, clients, business partners, suppliers, vendors or other stakeholders
· harass or bully other employees in any way and/or breach [Insert your organisation's name]’s policies in force from time to time relating to equal opportunities, bullying and harassment
· unlawfully discriminate against other employees or third parties and/or breach [Insert your organisation's name]’s policies in force from time to time relating to equal opportunities
· breach data protection laws and/or [Insert your organisation's name]’s data protection and privacy policies in force from time to time (for example, never disclose personal information about a colleague online)
· breach any other laws or ethical standards (for example, never use social media falsely or misleadingly, such as by claiming to be someone other than yourself or by making misleading statements)
9. [bookmark: _Toc218678618][bookmark: _Toc871583673]Artificial Intelligence (AI) Use
9.1 [bookmark: _Toc1876050787]General Principle
9.1.1 The use of Artificial Intelligence (AI) tools (including, but not limited to, generative AI platforms such as text, image, audio or data analysis tools) can offer benefits in supporting productivity and efficiency. However, their use also presents risks relating to data protection, confidentiality, accuracy, intellectual property, and reputation. This section sets out the standards colleagues must follow when using AI tools in connection with their role. 
9.2 [bookmark: _Toc218678619][bookmark: _Toc468473081]Permitted Use
9.2.1 Colleagues may use AI tools to support their work where there is a clear and legitimate business purpose, for example to:	Comment by Helen Roger: Please adapt as suitable for your organisation
· Assist with drafting or summarising non-confidential documents;
· Generate ideas or options to support creative or problem-solving activities;
· Improve accessibility or efficiency of routine administrative tasks.

9.2.2 All outputs generated by AI must be reviewed carefully by the colleague before use. Colleagues remain fully responsible for the accuracy, tone, legality and appropriateness of any content produced using AI tools.
9.3 [bookmark: _Toc218678620][bookmark: _Toc1772193087]Prohibited Use
9.3.1 Colleagues must not:
· Input, upload or share confidential, sensitive or personal data (including personal data relating to colleagues, volunteers, members, or third parties) into AI tools;
· Use AI tools to make decisions relating to recruitment, performance management, disciplinary matters, or other employment-related decisions without explicit authorisation;
· Use AI tools in a way that could misrepresent the organisation, create misleading information, or damage the organisation’s reputation;
· Present AI-generated content as factual or authoritative without appropriate verification;
· Use AI tools in any way that breaches our policies, data protection legislation, or intellectual property rights.
9.4 [bookmark: _Toc218678621][bookmark: _Toc61055624]Data Protection and Confidentiality
9.4.1 AI tools should be treated as external systems unless explicitly approved by the [CEO, director, senior manager, Chair of the Board of Trustees and/or equivalent]. Colleagues must assume that information entered into AI tools may be stored, reused, or processed outside of [Insert your organisation's name]’s control.
9.4.2 Personal data must never be entered into AI systems unless:
· There is a lawful basis for doing so;
· The tool has been formally approved; and
· Appropriate safeguards are in place.

Any breach of data protection obligations arising from the use of AI will be treated seriously and may result in disciplinary action.
9.5 [bookmark: _Toc218678622][bookmark: _Toc2018095717]Transparency and Accountability
9.5.1 Colleagues should be transparent about the use of AI where appropriate, particularly where AI-generated content is shared externally or used in decision-making processes. 
9.5.2 AI must be used as a support tool and not as a replacement for professional judgement, accountability, or human oversight.
9.6 [bookmark: _Toc218678623][bookmark: _Toc502462484]Monitoring and Compliance
9.6.1 The use of AI tools may be monitored in line with this policy. Misuse of AI tools will be treated in line with the Disciplinary Procedure and may, in serious cases, constitute gross misconduct.
9.6.2 If colleagues are unsure whether a particular use of AI is appropriate, they must seek advice from their line manager or [CEO, director, senior manager, or equivalent] before proceeding.
9.7 [bookmark: _Toc998336659]Respecting intellectual property and confidential information
9.7.1 Colleagues should not:
· do anything to jeopardise confidentiality by revealing information owned by [Insert your organisation's name] or giving away confidential information about [Insert your organisation's name], an individual or another organisation.
· Breach copyright, for example, using someone else’s images or written content without permission.
9.8 [bookmark: _Toc281848438]Respecting colleagues, clients, partners and suppliers
9.8.1 Colleagues should not:
· Post anything that any employee or [Insert your organisation's name] member, client, business partner, supplier, vendor, or other stakeholder would find offensive, including discriminatory comments, insults or obscenity.
· [bookmark: _heading=h.lo6wot51mbms][bookmark: bookmark=id.x3dna0x3i6th]Post anything related to any employee or [Insert your organisation's name]’s members, clients, business partners, suppliers, vendors or other stakeholders without their written permission.
10. [bookmark: _Toc746793692]Responsibilities 
10.1 Senior Management is responsible for the effective operation of this policy. The senior leadership team is also responsible for monitoring and reviewing its operations and making any recommendations for change to minimise risks to our operations.	Comment by Helen Roger: Please adapt as suitable for your organisation
10.2 The [CEO, director, senior manager, or equivalent] will handle requests for permission or assistance under any provisions of this policy, subject to their primary task of maintaining our core systems. They may specify certain standards of equipment or procedures to ensure security and compatibility. 
10.3 All managers have a specific responsibility to operate within the boundaries of this policy, ensuring that all colleagues understand the standards of behaviour expected of them and taking action when behaviour falls below its requirements. Managers will be given the appropriate training to do this.
10.4 All colleagues are responsible for the success of this policy and should ensure that they take the time to read and understand it. Any misuse of our electronic communications systems or equipment should be reported to the Line Manager. Questions regarding the content or application of this policy should be directed to the [CEO, director, senior manager, or another relevant individual]. 
11. [bookmark: _Toc1676127544]Monitoring 
11.1 [Insert your organisation's name] reserves the right to monitor employees’ internet usage but will inform an affected employee when this is to happen and the reason for it. Valid reasons for checking an employee’s internet usage include (but are not limited to) suspicion of excessive use for non-work-related activity or acting in a way that breaches the rules set out in this policy.
11.2 The [CEO, director, senior manager, or another relevant individual] reviews this policy to ensure it meets legal requirements and reflects best practices. They are also responsible for ensuring that any person involved with administration or investigations carried out under this policy receives regular and appropriate training to assist them with these duties.
11.3 All employees are invited to comment on this policy and suggest ways to improve it by contacting the [CEO, director, senior manager, or equivalent]. 
This policy does not form part of any employee's contract of employment and may be amended at any time. The relevant staff member will notify you of any changes to this policy, and the most up-to-date version will always be on [Insert the name of the file sharing system or software you use, e.g. SharePoint].
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